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ABSTRACT
Targeted advertisement is prevalent on the Web. Many privacy-
enhancing tools have been developed to thwart targeted advertise-
ment. Adblock Plus is one such popular tool, used by millions of
users on a daily basis, to block unwanted ads and trackers. Adblock
Plus uses EasyList and EasyPrivacy, the most prominent and widely
used open-source �lters, to block unwanted web contents. However,
Adblock Plus, by default, also enables an exception list to unblock
web requests that comply with speci�c guidelines de�ned by the
Acceptable Ads Committee. Any publisher can enroll into the Ac-
ceptable Ads initiative to request the unblocking of web contents.
Adblock Plus in return charges a licensing fee from large entities,
who gain a signi�cant amount of ad impressions per month due
to participation in the Acceptable Ads initiative. However, the pri-
vacy implications of the default inclusion of the exception list has
not been well studied, especially as it can unblock not only ads,
but also trackers (e.g., unblocking contents otherwise blocked by
EasyPrivacy).

In this paper, we take a data-driven approach, where we col-
lect historical updates made to Adblock Plus's exception list and
real-world web tra�c by visiting the top 10k websites listed by
Tranco. Using such data we analyze not only how the exception
list has evolved over the years in terms of both contents unblocked
and partners/entities enrolled into the Acceptable Ads initiative,
but also the privacy implications of enabling the exception list by
default. We found that Google not only unblocks the most number
of unique domains, but is also unblocked by the most number of
unique partners. From our tra�c analysis, we see that of the 42,210
Googlebound web requests, originally blocked by EasyPrivacy,
around 80% of such requests are unblocked by the exception list.
More worryingly, many of the requests enable 1-by-1 tracking pixel
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images. We, therefore, question exception rules that negate EasyPri-
vacy �ltering rules by default and advocate for a better vetting
process.
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1 INTRODUCTION
We spend a signi�cant portion of our daily routine sur�ng the Web.
Today, we interact with the Web in almost every facet of our lives:
socializing, banking, health care, education, and entertainment. This
makes the Web a gold mine for data brokers who quietly collect
data about our lifestyles as we interact with di�erent websites.
For example, by simply looking at one's online activities, it is not
di�cult for a company to determine if she is pregnant or trying to
lose weight; whether she is trying to switch jobs; what medications
she is taking; where she is going on a trip and even where she is
staying. In isolation, each of these facts may be innocent enough,
but when such data is aggregated over a long period of time, it
becomes a signi�cant privacy invasion. Over time it becomes easy
to determine a user's age, gender, race, social stature, political
leanings, health condition, �nancial situation, taste in food, music,
clothing, and so on. We have already witnessed several privacy
breach incidents in the past [42, 54].

To counter such privacy-invasive tracking we have seen the rise
of many privacy-enhancing web tools like ad- and tracker-blocking
browser extensions, VPN services and anonymity networks. Among
these tools ad- and tracker-blocking browser extensions have seen
substantial adoption due to their ease of deployment and use. Ad-
block Plus [16] is one of the most widely used privacy-enhancing
browser extensions, having more than 200 million active users [18].
Adblock Plus uses popular �lter lists such asEasyList[29] and
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EasyPrivacy[31] to block unwanted web resources. These �lter lists
both enhance our web experience [51, 71] and safeguard us against
various security and privacy threats [52, 63, 67, 82]. However, Ad-
block Plus also maintains an exception list to unblock contents,
and this exception list is endorsed by the Acceptable Ads initiative.
Adblock Plus enables any ad providers to enroll into the Acceptable
Ads initiative as long as their ads meet certain guidelines [19]. The
purpose of the program is to allow ads that are generally unintrusive
and do not interefere with the content. Interestingly, the Acceptable
Ads feature is enabledby defaultand the privacy implications of
such default inclusion has not been well studied.

In this paper, we take a data-driven approach to thoroughly ana-
lyze the evolution of the Acceptable Ads program and its impact on
user's online privacy by answering the following research questions
� RQ1:How has the exception list endorsed by the Acceptable
Ads initiative evolved compared to EasyList and EasyPrivacy?
Given that exception rules basically negate �ltering rules, we study
how the exception rules have evolved compared to �ltering rules
in terms of the various rule options used (e.g., third-party, image
or domain-speci�c options).RQ2: What companies have been
bene�ting from Adblock Plus's Acceptable Ads initiative over
time? We look at identifying top partners contributing to the ex-
ception list and also determine domains from which contents are
prominently unblocked.RQ3: How are users impacted by Ad-
block Plus's default activation of Acceptable Ads? We collect
real-world tra�c and perform di�erential analysis to determine
not only how many contents, but also what type of contents (e.g.,
tracker vs. ad) are unblocked in the presence of the exception list.

To answer these questions, we collect historical commits of Ea-
syList, EasyPrivacy and the exception list endorsed by the Accept-
able Ads program. We also crawl the Tranco [62] top 10k sites
in Chrome and collect all web requests generated by each visit.
Next, we perform a longitudinal analysis of how �ltering rules have
evolved over the years and how exception rules (ones that are used
for the Acceptable Ads program) contrast to such evolution. We
also go deep into analyzing the partners of the Acceptable Ads
program and determine the dominant players, and the domains
they unblock. Lastly, we analyze real-world web tra�c to determine
what �ltering and exception rules are more commonly triggered
and to what extent exception rules unblock contents from EasyList
and EasyPrivacy. Our analysis provides much needed insight into
the unwanted implications of default activation of Acceptable Ads.

In summary, we make the following contributions:

� We analyze how �ltering and exception rules used by Ad-
block Plus have evolved over time and contrast their evolu-
tion in terms of the di�erent rule options used. Such analysis
helps us determine what type of contents are typically used
to serve ads and what contents are being requested to be
unblocked by the exception rules (Ÿ5).

� We also perform the �rst large-scale analysis of ad publish-
ers partnering with Adblock Plus and highlight domains
(i.e., domains from which contents are to be unblocked) they
aggressively unblock. Our analysis identi�es the top compa-
nies responsible for unblocking the largest amount of web
contents (Ÿ6).

� Lastly, we utilize real-world web tra�c to analyze the privacy
implications of the exception list. We not only identify the
most prevalent blocking and exception rules triggered, but
also perform a di�erential analysis to determine the impact
of the exception list on EasyList and EasyPrivacy. We show
that the exception rules unblock many 1-by-1 pixel-based
trackers � something that does not technically qualify as an
ad in the �rst place, and thereby give users a false sense of
protection against online trackers (Ÿ7).

The remainder of this paper is organized as follows. Section 2
provides a brief background on how Adblock Plus �ltering and
exception rules work. Section 3 describes related work. Section 4
describes our data collection process. We analyze the evolution of
�lters and exceptions in Section 5. Section 6 investigates dominant
partners in the Acceptable Ads program. We analyze the impact of
default inclusion of Acceptable Ads in Section 7. Section 8 discusses
the implications of our �ndings and limitations. Finally, we conclude
in Section 9.

2 BACKGROUND

Adblock Plus. In 2019, GlobalWebIndex reported that 47% of
internet users globally use an ad blocker [66]. Adblock Plus [16]
is one of the most widely used ad-blocking browser extensions
with more than 200 million active users [18]. Adblock Plus blocks
ads based on preexisting �lters. By default Adblock Plus uses the
EasyList,1 but allows users to add custom �lters. With these �lters
enabled, it can block speci�c web requests while loading a website;
typically these web requests serve an ad. Furthermore, Adblock
Plus also provides the option to enable the EasyPrivacy list to block
online trackers.2 However, Adblock Plus also enables, by default,
an exception list in support of the `Acceptable Ads' initiative, which
unblocks non-intrusive ads. This exception list overturns existing
blocking rules. Interestingly, any company can become a partner in
the Acceptable Ads initiative and request speci�c web contents to
be unblocked. Adblock Plus charges partners a licensing fee when
they gain more than 10 million additional ad impressions per month
due to participation in the Acceptable Ads initiative [15].

Blocking Filters. A blocking �lter is essentially structured like a
regular expression with additional options that adjust the scope of
a �lter to a�ect only speci�c contents or domains. There are mainly
three types of �lters, including [35]:

� Request �lters: Applied on the network level to decide whether
a request should be blocked (e.g., looking at domains).

� Content �lters: Hide particular elements within a page (e.g.,
hiding elements by ID attribute or by name).

� Exception �lters: Used to unblock certain requests or unhide
certain elements on certain websites.

There are various options that can appear in blocking rules.
These options modify the behavior of a �lter and are separated with
a comma (,) after a dollar sign ($) at the end of the �lter. For example,
in the following �lter rule: /ads/*$script,image , the actual �lter
is /ads/* , andscript andimageare its options � signaling the

1Adblock Plus maintains their own copy of EasyList [21]
2Adblock Plus maintains their own copy of EasyPrivacy [22]



extension to block any script or image type content. Currently, the
following options are supported by Adblock Plus [35]:

� script: scripts loaded via the HTMLscript tag
� image: images loaded via the HTMLimg tag
� stylesheet: external CSS stylesheet �les
� object: content handled by browser plug-ins, e.g., Flash

or Java
� xmlhttprequest: requests started using the XMLHttpRe-

quest object
� document: the page itself, but only works for exception

rules
� subdocument: embedded pages, usually included via

HTML inline frames (iframes)
� elemhide: for exception rules only, similar to document

but only turns o� element hiding rules on the page rather
than all �lter rules

� popup: pages opened in a new tab or window
� font: external font �les
� media: regular media �les like music and video
� other: types of requests not covered in the list above

Furthermore, following restriction options can control how �lters
should be applied to outgoing web requests.

� domain: applied on pages loaded from the speci�c do-
mains

� sitekey: applied on pages that provide a public key and
a signature that can be veri�ed by the very same public
key contained in the �lter

� third-party: applied to requests from a di�erent origin
than the currently viewed page

For example, in the following �lter rule �

||scdn.co/static/js/baba.js$script,domain=spotify.com

scdn.co is theblocking domain, whereasspotify.com is the refer-
ring domain. We term the referring domain as thesurrogatedomain
in the rest of the paper. Also, it is possible to apply inverse opera-
tion on certain types of options. For example,� script implies any
content other than a script anddomain=� example.commeans that
the �lter should be applied to all pages from any domain, except
example.com.

Exception Filters. Exception �lters follow the same structure as
blocking �lters. They are regular expressions with one fundamental

di�erence in that they start with an exception anchor@@. This an-
chor informs the extension that any web request that matches the �l-
ter should be unblocked. For example, the following exception rule
@@||maps.google.com/maps/$script,domain=171gifs.comen-
ables scripts frommaps.google.comto be loaded, when such re-
quests are launched from171gifs.com.

Exception rules, by default, override blocking rules. Thus, when
a new web request is generated Adblock Plus �rst tries to match it
against any existing blocking rule. If no match is found, the web
request is allowed to go through (i.e., it is abenignrequest). On the
other hand, if a matching �lter is found, Adblock Plus will then
check to see if it matches with any exception �lter. If an exception
�lter is found, the web request will beunblocked, whereas the web
request will beblockedwhen no matching exception rule is found.
Figure 1 highlights this overall pipeline. We have con�rmed the
presence of exception �lters in basic blocking lists, such as EasyList,
in order to unblock important web resources that are essential to
rendering a web page [7]. These exception �lters are typically used
to prevent site breakage and disruption caused by existing blocking
�lters.

Exception List for Acceptable Ads. Adblock Plus generates rev-
enue mainly through the Acceptable Ads program [15]. This list
contains exception rules for companies (domain owners) that have
contacted Adblock Plus to exempt certain web resources from being
blocked. We refer to these companies aspartners(as termed in the
exception list). These partners are interesting entities in the list as
Adblock Plus charges a licence fee for companies that gain more
than 10 million additional ad impressions through their participa-
tion in the Acceptable Ads program [15]. For example, Figure 2
represents information about a partnering entity in the Acceptable
Ads initiative.

!:partner_token=Amazon Advertising
!:partner_id=ec725ef475df5236
!:type=partner
!:forum=https://adblockplus.org/forum/viewtopic.php?f=12&t=9791
! Amazon text ads
@@||adsensecustomsearchads.com�$elemhide,document,
subdocument,domain=d14qd3he45186l.cloudfront.net

Figure 2: Example of a partner in the exception list.

Here, we refer toAmazon Advertisingas apartnerto Adblock
Plus's Acceptable Ads program, whereAmazon Advertising is
requesting Adblock Plus to unblock contents fromadsensecus-
tomsearchads.com. We refer toadsensecustomsearchads.com
as anunblockeddomain. The domains enlisted under the `domain'

Page Load Web Request
Match Blocking 

Filter
Match

Allow/Benign

No

Match Exception 
Filter

Yes Match

Block

No

Yes Unblock

Figure 1: Adblock Plus �ltering process. Each web request is either blocked, or unblocked or allowed to pass.



option (e.g.,d14qd3he45186l.cloudfront.net ) are the domains
on which the exception rule is applied (i.e., they aresurrogatedo-
mains). By domains we refer to the e�ective top-level-domains
(eTLD+1). The Acceptable Ads initiative allows any vendors to reg-
ister exception �lters to unblock ads that follow certain criteria.
These criteria provide speci�c instructions on the placement, size
and clear distinction of ads. According to Adblock Plus, these stan-
dards are meant to ensure that the ads displayed are not intrusive
in nature [19].

3 RELATED WORK

Online tracking. Online tracking refers to the process of compa-
nies collecting consumers' online activities across di�erent websites.
Typically, websites include various third-party resources, which
then enable third-party companies to obtain information about our
browsing activities. Websites include these resources primarily for
targeted advertisementand analytics. Overtime online trackers have
become smarter and stealthier. Online tracking can be classi�ed into
two broad groups: stateful and stateless tracking. Stateful tracking
usually utilizes some form of local storage on the client's browser.
For example, using cookies to store unique identi�ers. However, as
soon as browsers enabled users to clear cookies, trackers started
using Flash Local Storage Object (LSO), HTML5 local and session
storage, and ETags to store unique identi�ers [60, 72, 75]. Alter-
natively, a tracker can completely avoid storing a local identi�er,
and instead recognize the host browser or device using a wide va-
riety of software and hardware characteristics such as fonts [49],
battery [70], canvas [68] or hardware-level features [43, 59]. Sev-
eral studies have looked at the prevalence of such trackers in the
wild [ 38, 39, 46, 47, 69]. Mobile platforms have also been shown
to be vulnerable to �ngerprinting [44, 45, 61]. Others have shown
how hardware and software constraints on mobile platforms often
lower the tracking precision for mobile browsers [46, 57, 76].

Countermeasures against online tracking. Over the years many
privacy-enhancing web tools have emerged among which ad- and
tracker-blocking browser extensions are the most widely used.
These ad- and tracker-blocking extensions are di�erent in terms
of how they �lter unwanted web contents. The main di�erence
arises from how these tools derive the underlying �lter rules. Typi-
cally, the rulesets can be categorized into three groups: community-
driven, centralized, and algorithmic. Community-driven rulesets
such as EasyList [29] and EasyPrivacy [31] are most popular, and
are used by di�erent browser extensions such as Adblock Plus [16],
Adblock [17] and uBlock Origin [1]. Other blocking rulesets are
more centrally managed and curated by speci�c third-party com-
panies such as Ghostery [34] and Disconnect [25]. These rulesets
are usually more compactly formed. The last category of block-
ing rules is derived algorithmically instead of relying on some
regularly updated blacklists. These tools use heuristics to automat-
ically detect trackers. For example, EFF's Privacy Badger exten-
sion [36] uses algorithmic methods to decide which third-party
domain is a tracking domain by observing requests between �rst-
party and third-party domains, and searching for the presence of
the same high-entropy string (e.g., identi�ers) across multiple �rst-
party sites. Due to the di�erence in the underlying blocking tech-
niques, the e�ectiveness of blocking unwanted web contents also

varies across di�erent tools. There have been many measurement
studies that have looked at the e�ectiveness of privacy-enhancing
browser extensions in blocking unwanted web contents [41, 48, 50�
52, 55, 56, 64, 65, 67, 74, 77, 79, 80]. Moreover, privacy-geared
browsers such as Brave [20], Cliqz [24] and Epic [32] are slowly
becoming popular.

Evolution of �ltering lists. In the last few years, we have seen
researchers analyze crowd-sourced blocking lists such as EasyList.
Alrizah et al. have looked at the errors and pitfalls within the crowd-
sourcing process for maintaining EasyList [40]. Similarly, Vastel et
al. have analyzed the trade-o� between the growth and e�ciency
of EasyList [74]. Hashmi et al. have analyzed various open-sourced
ad-blocking lists and have shown that most lists are updated by pri-
oritizing ads and tracking domains found in popular websites [53].
On the contrary, Sjosten et al. propose new ways to enhance ex-
isting �lter lists to cover parts of the web that have very small
user-base [73]. Iqbal et al. have studied how anti-adblock �lter lists
have evolved over the years in their �ght against ad blockers [58].
And lastly, Walls et al. were the �rst to look at how the acceptable
ads program has changed since its inception in 2011 [78]. They
show that the whitelist has been updated on average every 1.5 days,
and grew from 9 �lters in 2011 to over 5,900 �lters in 2015.

Distinction from prior works. We also focus on the Acceptable
Ads program, however, our work di�ers from the work done by
Walls et al. [78] in three major directions. Firstly, we provide an
in-depth analysis on how the distribution of various blocked con-
tents has changed over time and how it correlates with the contents
unblocked by the exception list. Secondly, we analyze how the part-
nership with various companies has evolved over time and who
bene�ts from the exception rules. Lastly, to the best to our knowl-
edge, we are the �rst to showcase how the exception list enabled by
the Acceptable Ads program not only allows ads (something that is
expected), but also trackers (such as 1-by-1 pixel-based trackers)
commonly blocked by EasyPrivacy. Thus, automatically enrolling
users into the Acceptable Ads program can potentially give users
the false sense of protection against online trackers.

4 DATA COLLECTION AND PARSING
This section describes our data collection methodology to gather
retrospective versions of blocking �lters (EasyList and EasyPri-
vacy) and exception �lters (Acceptable Ads). It also explains our
experimental setup for generating tra�c to model Adblock Plus's
behavior in the presence of di�erent �lter lists. Figure 3 shows an
overview of our data collection and analysis process.

4.1 Collecting Di�erent Filter Versions
EasyList and EasyPrivacy are community-driven �lter lists that
are publicly available through a Github repository [30]. Similarly,
the exception list supported by the Acceptable Ads initiative is
maintained on a Mercurial repository [10]. We scrape the latest
version for each day a commit was made to any of these repositories.

Table 1 highlights the number of di�erent versions we were able
to retrieve. Blocking �lters were being maintained almost on a daily
basis. This is why we were able to �nd around one version for each
day of the year. Our collection of both blocking lists starts from
January 1, 2011 and ends on May 20, 2020. In total, we gathered













Table 2: Number of unique �lters triggered and web requests blocked/unblocked under di�erent �lter con�gurations.

Con�guration
Unique rules Unique rules triggered Number of web requests

Blocking Exception Blocking Exception Blocked Unblocked Allowed/benign

EasyList 65830 2393 1307 25 314649 255 1019021
EasyPrivacy 16515 666 2475 35 280097 895 1052933
EasyList + EasyPrivacy 82345 3059 3669 75 544400 2297 787228
EasyList + Exception� 65830 14159 1180 156 219373 95722 1018830
EasyPrivacy + Exception 16515 12432 2163 167 141647 78562 1113716
Combined 85005 14825 3380 283 406458 140270 787197

� default con�guration in Adblock Plus extension

Section 5.2, where we show that unlike EasyPrivacy, both EasyList
and Exception list use the `domain' restrictions more extensively
to limit the domains from which contents can be loaded.

Another major insight from Table 2 is the increase in the num-
ber of exception rules triggered (167-35=132) in the presence of
the exception list while using EasyPrivacy. According to Table 2,
these 132 exception �lters were responsible for unblocking 77,667
(78,562-895) web resources, some of which are requests made by
trackers. Exception list is meant to allow ads from publishers that
are partners in the Acceptable Ads program. EasyPrivacy typically
blocks tracking attempts like scripts that perform �ngerprinting
attempts or 1-by-1 pixel images that allow tracking. This is con-
cerning because the exception list should unblock advertisements
only. EasyPrivacy, on the other hand, is an anti-tracking list that
has nothing to do with advertisements. Thus, this questions why
some EasyPrivacy �lters are negated by the exception list and what
are their implications.

Finding 7 : The exception list endorsed by Acceptable Ads program
not only unblocks advertisements, but also trackers generally �l-
tered by EasyPrivacy, thereby potentially exposing end users to
online tracking. This potentially violates the purpose of Accept-
able Ads of allowing only non-intrusive ads and not trackers.

7.2 Impact on Trackers
Adblock Plus claims that some acceptable ads comply with Do Not
Track policy, and/or ads which are served by the domain which
is wholly owned by the same company [27]. However, these rules
may not necessarily apply to all the unblocked ads. In this section,
we try to analyze the bene�ts that top publishing companies gain
through the Acceptable Ads program and understand what type of
privacy implications that has on end users. The idea is to compare
how the content distributed by top ad publishers are a�ected un-
der di�erent �lter con�gurations. The inferences drawn from our
results can also help readers make an informed decision about the
best con�guration that suits their privacy needs.

We start by mapping our web requests to the owners of the
domains. For this purpose, we merged the tracker list provided by
WhoTracksMe [37] and Disconnect [26]. Both of these lists map
domains owned by di�erent trackers. We then �rst extract eTLD+1
from web requests and use this merged tracker list to map domains
to companies. We were able to map the domains of web requests to
843 unique companies. For this analysis, we focused on the top 10

companies that owned most of the requested resources. Out of the
1,333,925 web requests, 32% were owned by the top 10 companies
(i.e., they were most prevalent). Using the Adblock Plus �lter parser
we compute what proportion of web requests, owned by these top
10 companies, would beblocked, unblockedor allowed.

Figure 11 highlights the resulting distribution of blocked, un-
blocked or allowed web requests. Figure 11a to Figure 11c show the
portion of tra�c allowed and blocked without the presence of the
exception list endorsed by the Acceptable Ads program, and thus
provide us with baseline numbers. Figure 11d to Figure 11f show
the impact of Acceptable Ads program on the proportion of web
requests that are unblocked (in orange color). We see that except
for FacebookandVerizon, all top companies bene�t from excep-
tion rules. For example,Googleowned 232,780 of the web requests.
In Figure 11b, almost 18% ofGoogle's web requests are blocked
by EasyPrivacy. However, when the exception list is enabled in
Figure 11e, 14.6% of web requests are unblocked, givingGoogle
almost 33,959 more ad impressions. Thus, out of the 42,210 Google
owned web requests that were blocked in the EasyPrivacy-only
con�guration, around 80% of such requests were unblocked by the
exception list. Similarly, we see in Figure 11a that all web requests
owned byPubMatic(25,896 in total) are blocked due to EasyList.
However, with the exception list enabled (Figure 11d), almost 56%
of these web resources become unblocked. However, since none
of PubMatic's web resources are blocked by EasyPrivacy (as seen
from Figure 11b), this implies that the company generally operates
as an ad publisher.

Furthermore, Figure 11e also shows exception �lters unblocking
contents fromAppNexus, AdobeandGooglethat were originally
blocked by EasyPrivacy (as evident from Figure 11b). Ideally, Ac-
ceptable Ads program should not interfere with contents blocked
by EasyPrivacy � an anti-tracking list and not an ad-blocking list.

We also determine the exact �ltering and exception rules that
are triggered the most. Table 3 lists the top �ve triggered �lter and
exception rules. We are interested in determining the exception
rules that are overpowering EasyPrivacy's blocking �lters. From
Table 3 we can see that the most triggered rule was:
@@||cm.g.doubleclick.net/pixel?$image,third-party
which was activated 17,867 times. This is a 1-by-1 pixel-based
tracker. Similarly, we found several instances of other 1-by-1 pixel-
based trackers as shown below �





Table 3: Top 5 rules triggered under di�erent con�gurations.

Con�guration Blocking Filters Exception Filters

EasyList

||pubmatic.com^$third-party @@||adfox.ru^$ third-party
||cm.g.doubleclick.net^$popup,third-party @@||npttech.com/advertising.js$script
||rubiconproject.com^$third-party @@||cheatsheet.com^$generichide
/\.com\/[0-9]{2,9}\/$/$script,stylesheet,third-party,xmlhttprequest @@||infowars.com^$generichide
/\.com\/[0-9]{2,9}\/$/$script,stylesheet,third-party,xmlhttprequest @@||streamtheworld.com^$media,third-party

EasyPrivacy

||doubleclick.net^$image,third-party @@||munchkin.marketo.net/munchkin.js
||cm.g.doubleclick.net^ @@||adobedtm.com/launch-$script
||facebook.com/tr$third-party @@||omtrdc.net/rest/$xmlhttprequest
||bidswitch.net^$third-party @@||amplitude.com/libs/amplitude-$script,third-party
||everesttech.net^$third-party @@||marketo.com/js/forms2/$script,stylesheet

EasyList+ EasyPrivacy

||pubmatic.com^$third-party @@||adfox.ru^$ third-party
||cm.g.doubleclick.net^$popup,third-party @@||munchkin.marketo.net/munchkin.js
||rubiconproject.com^$third-party @@||adobedtm.com/launch-$script
||openx.net^$third-party @@||omtrdc.net/rest/$xmlhttprequest
/\:\/\/[a-z0-9]{5,}\.com\/[A-Za-z0-9]{3,}\/$/$script,third-party,xmlhttprequest@@||amplitude.com/libs/amplitude-$script,third-party

EasyList + Exception

/\.com\/[0-9]{2,9}\/$/$script,stylesheet,third-party,xmlhttprequest @@||cm.g.doubleclick.net/pixel?$image,third-party
||pubmatic.com^$third-party @@||pubmatic.com/AdServer/Pug?$image,third-party
/\:\/\/[a-z0-9]{5,}\.com\/[A-Za-z0-9]{3,}\/$/$script,third-party,xmlhttprequest@@||match.adsrvr.org/track/cmf/$image,third-party
||33across.com^$third-party @@||openx.net/w/1.0/sd?$image,third-party
||gumgum.com^$third-party @@||stats.g.doubleclick.net^$script,image

EasyPrivacy + Exception

||google-analytics.com/analytics.js @@||cm.g.doubleclick.net/pixel?$image,third-party
/r/collect? @@||stats.g.doubleclick.net^$script,image
||districtm.io^$third-party @@||x.bidswitch.net/sync^$image,third-party
||33across.com^$third-party @@||pagead2.googlesyndication.com/pagead/gen_204?$image
||bidr.io^$third-party @@||sync-tm.everesttech.net/upi/pid^$image,third-party

Combined

/\:\/\/[a-z0-9]{5,}\.com\/[A-Za-z0-9]{3,}\/$/$script,third-party,xmlhttprequest@@||cm.g.doubleclick.net/pixel?$image,third-party
/\.com\/[0-9]{2,9}\/$/$script,stylesheet,third-party,xmlhttprequest @@||pubmatic.com/AdServer/Pug?$image,third-party
||google-analytics.com/analytics.js @@|http://$popup,sitekey=MFww..Q
/r/collect? @@||match.adsrvr.org/track/cmf/$image,third-party
||pubmatic.com^$third-party @@||stats.g.doubleclick.net^$script,image

content that is shared between the partners. Lastly, in determining
partners, we were hindered by the unstructured formatting of the
exception list in versions that preceded November 2018. To obtain
the names of the partners, we used regular expressions that some-
times failed to return valid names for the partners. However, we
manually veri�ed the accuracy of our approach. Out of 329 partners
in a given version, we were able to retrieve 322 (i.e., our approach
had 98% accuracy).

9 CONCLUSION
In this paper, we perform an in-depth analysis of the Adblock Plus's
Acceptable Ads program. We perform a longitudinal analysis of
�ltering and exception rules, and show that most ads are served
through scripts and images. We also show that exception rules have
shorter life span compared to blocking rules. When it comes to
partners contributing most to the exception list, we see that Google
not only unblocks the most number of unique domains, but is also
unblocked by the most number of partners. Lastly, we �nd that the
exception list endorsed by the Acceptable Ads program unblocks
many pixel-based trackers, originally blocked by EasyPrivacy. Thus,
The Acceptable Ads initiative poses privacy risks to end users as it
negates EasyPrivacy �ltering rules, by default.
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